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B 21 cmopiuui icpu cmanu Hegio 'eMHOW0 yacmuHolo Hawio2o cycnitbemeafl]. Axujo paniwe
BOHU CHPUTLMATIUCD SIK WOCH eK30MUYHe, ThO 3aPa3 8AICKO 3HAUMU TOOUHY, AKA O JHCOOHO2O a3y
He gpana y Komn romepHi abo mobinwui icpu. binvwe mozo, y doesaxkux nooetl Komn 10mepui iepu
CMarnms anrbmMepHAmuSHUM Cnocooom 0036ials, abo Hagims Xo0i. 3apas iepu CHpUMarOmsvCs
Max camo HOpManbho, K Ginemu, cepianu abo kuueu. Toomo ye esice cmano 6yodennicmio. Iopie
6X00JICEHHs CMAB HACTINLKU MANEHbKUL Y 0eAKUX NPOOYKMIg, Wo HAGIimb cmapuie NoKONiHHs
6ce yacmiuie po3enAa0ace iepu sAK wocs HopmaivHe. J{o npuknady yinvosa ayoumopis Candy Crush
Saga[2] — ye ocinku 35+. Yacmo mooicna nobauumu skycoy 6adycro y mempo du 6 asmooyci, sika
epae 6 match 3, word games a6o woce nodione.

IIpobnema suxopucmanus npoespamHo2o 3abe3neuenis, aKe 003601A€ OMPUMAMu nepeeazy
y epi (8 maribymuvomy yumu), € dysice akmyanvhoio. Benuxi komnanii mosicyms eunyckamu eapmi
iepu, mamu gucokutl peimune, aie CMpiMKO 6Mpavamu 1lo2o, KOpUCMyeayie ma npubymxu, yepes
30ibULeH sl KITbKOCMI HeyecHux 2pasyig. IIpu momy, wo po3pooHUKU HAMA2alomsvCs 6Unpas-
JIAMU 8PA3TUBOCTT A NOKPAWLYBATNU 3AXUCH], YUTNU MAKOIC He CMOAMb HA MicYyi | npobrema 3a
uacmy He 8UPIULYEmMbCsl.

YV 0aniii pobomi 6yoe poszenanyma moxcaugicms agmomamusayii ieposux npoyecis, 3a 0ono-
MO20I0 308HIUWHIX NPOCMOI8, AKI 3a36UYAll IZHOPYIOMbCA NPOSPAMAMU AHMUYUMAMU, MA K
MOJICHA 3anobiemu yboMy 3 NnepCneKmusu po3poonuxie. B cmammi 6ydyme onucawmi cami nony-
JIAPHI pildents 3axucmy ieop 6i0 CmMopoHHbO20 8mpyYanHs, ix nepesacu ma Heooniku. OKpim
Yb020, 00CIIOUMO BHCe ICHYIOUI PilleH S, K] € 3a2albHOOOCMYNHUMU, MA CINABNIeHHS PO3POOHU-
Kig i20p 00 makux 0esaicie.

11i0 uac docnioxcenns ma po3podxu, 6yoyme eukopucmani, mosa npocpamysanus CH#, niam-
gopma Arduino Pro Micro, 306eniwns HDMI capture card, poszeanyscysau HDMI cuenany ma
naameopma Raspberry Pi 5.

Knrwwuosi cnosa: anmuuum, asmomamusayis, iepu, C#, HDMI, Arduino, Raspberry.

Klieptsov A. A., Guseva-Bozhatkina V. A. Weaknesses of gaming anti-cheat systems:
an analysis of contactless automation of gameplay using external devices

In the 21st century, games have become an integral part of our society [1]. While they were
once perceived as something exotic, it is now difficult to find someone who has never played
computer or mobile games. Moreover, for some people, video games have become an alternative
form of leisure or even a hobby. Today, games are viewed as just as ordinary as movies, TV series,
or books, making them part of everyday life. The barrier to entry for some products has become
so low that even older generations are increasingly considering games as a normal activity. For
example, the target audience of Candy Crush Saga [2] consists of women aged 35 and older.
It's not uncommon to see an elderly woman on the subway or bus playing match-3 games, word
games, or something similar.

The issue of using software that provides an unfair advantage in games (referred to as cheats
hereafter) is highly relevant. Large companies can release great games with high ratings but
quickly lose their reputation, users, and revenue due to an increase in dishonest players. Even
though developers strive to fix vulnerabilities and improve protection, cheats continue to evolve,
leaving the problem unresolved in most cases.
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This paper explores the possibility of automating gameplay using external idle systems, which
are often overlooked by anti-cheat programs, and discusses how developers can address this issue.
The study will outline the most popular solutions for protecting games from third-party interference,
along with their advantages and disadvantages. Additionally, we will examine existing solutions
that are publicly available and analyze developers' attitudes toward such devices.

During the research and development process, the following tools will be used: the C#
programming language, Arduino Pro Micro platform, external HDMI capture card, HDMI
splitter, and Raspberry Pi 5 platform.

Key words: anti-cheat, automation, games, C#, HDMI, Arduino, Raspberry.

IocTranoBka npodiaemu. Lo take anTruut? Lle aBTOMaTH4HA cUCTeMa, 11O CTBO-
peHa JUTs BUSIBIICHHS YMTIB, BCTAHOBJICHUX Ha KOPUCTyBalbKuX Komir'totepax [3]. IIpo-
CTHMH CJIOBaMH, I1¢ BOyJJOBaHa, 800 OKPEMO BCTAHOBIICHA IPOTpaMa, sika 3aITyCKaeThCs
pa3oM 3 rpolo, Ta HalllJIeHa Ha Te, 1100 BU3HAYaTH HEYECHUX TPaBIIiB, SIKi BUKOPHCTOBY-
0T IHIII CTOPOHHI ITPOTPaMH [Tl OTPUMAHHS TepeBar y Ipi.

Sk 9acTo TpaBUi HamararoThCs omaHioBaru irpu? Y cdepi irop 57% omuta-
HUX 3i3HAJIMCA, 10 BUKOPUCTOBYBAJIM YWUTH B OJHOKOPUCTYBAIbKUX a00 Oaratoko-
pHCTYBalbKHUX irpax. binpmia yacTka mpHUmagae Ha YUTH AT OXHOKOPHCTYBAILKHX
irop, siki cTaHOBIATE 37% Bim 3aranbHOi KiTbKOCTi [4]. CTaTHCTHKA BXKE Bpakaroda.
SIKI10 pO3MOBIIATH PO KOHKPETHI aHTUYUTH, TO OJHUM 3 caMuX nomyisipHux € Easy
Anti-Cheat [5]. Ls aHTHUHMT-cEcTeMa, pO3pOOJICHA I 3aXUCTy OaraTOKOPHUCTY-
BallbKUX 1rop Bix uurepiB. Bona Oyma cTBopeHa kommaniero Kamu (®inmsHmis),
a'y 2018 poui ii npuabama Epic Games. 1t cucteMy BUKOPHCTOBYIOTH Taki Bimomi
taiTiu sk Fortnite, Apex Legends, Rust i 6araro inmmx. Hanpuknan y Apex Legends
Oyno 3abnmokoBaHo moHax 1 MinbiloH akayHTiB 3a uutepctBo. lllo € Bemmues-
HOIO Idporo. binkiie Toro, KMo AOCTIIUTH MyOmikamii BifX IpaBLiB B iHTEPHETI,
TO MOXKHA TMPOCIIKYBaTH TEHJCHIIIIO 3pOCTAaHHS KUIBKICTh CKapr Ha HEYECHY Tpy.
3 HBOro MOJKHA 3pOOUTH BUCHOBOK, IIO PO3POOHHUKH YHTIB BIOCKOHAIIOIOTH CBOI MPO-
IyKTH. B cBOIO uepry, po3poOHMKM aHTHYHTIB HE BCTUTAlOTh BXKUBAaTU KOHTP 3aXOJIiB.
Slxwnit Hacmifnok Takoi TeHaeHmii? Ha mpukinami Toro camoro Easy Anti-Cheat, Ta Apex
Legends. [Ipo6nema HeuecHOI I'pH TaM cTajla HACTIIIBKU TOCTPOIO, 1110 PEHTHHT T'PH 32
OCTaHHI POKH CTPIMKO 3HHM3MBCS [6]. B TOl ke camuii yac, KUIbKICTh TPaBIiB TaKOX
cTpiMKO mazaae [7].

Amnauni3 nociimxensb i myOsikamiii. [cHye qyke 6arato HayKOBIIIB Ta JOCIITHUKIB,
K1 I[IKaBISATHCS MPOOIEMOIO YUTIB Ta aHTUUMUTIB. Sk mpukian, y crarti «Cheating in
Online Games: A Social Network Perspective» [8] aBropiB [Ixxepemi biexdepn (Jeremy
Blackburn), Hikonac Koprenic (Nicolas Kourtellis), I>xon CxBoperti (John Skvoretz),
Mareii Pineany (Matei Ripeanu), Anpiana fAmnitui (Adriana lamnitchi), nqocmimky-
€ThCS poOJIeMa YUTEPCTBA B OHJIAHH-IPax 3 TOYKH 30py COIIaIbHUX MEpeK. ABTOpH
HaMaraloThCsl 3pO3yMITH, SIK YUTEpPaM BIAETbCS IHTETPYBaTHUCSA B IrpoBi CHIJIBHOTH.
OcCHOBHa yBara IpuIIIETHCS B3aEMOJIISIM MIXK TPABIISIMHU, a TAKOXK CIIOco0am, SKHMHU
YUTEPU HAMAraloThCsl YHUKATH BUSBICHHS.

Takox y crarti «NGUARD: A Game Bot Detection Framework for NetEase
MMORPGs» [9] aBropis Jlincs I'yn (Linxia Gong), UxyHnBens 1135 (Zhongwen Jia),
Csio JIi (Xiao Li), Uskao JIi (Zhao Li), Xynans @an (Hunan Fang), Jleit Yens (Lei Chen)
omucyetbes cuctema NGUARD, sika € dpeliMBopkoM [Uisi BUsIBIICHHS OOTIB y Oara-
TOKOPHUCTYBaIbKuX oHaiH-irpax. NGUARD BUKOpPHCTOBYE METOM MAITUHHOTO HaB-
YaHHS JIJISl aHAJTI3Y IMPOBOI MOBEIIHKY Ta BHUSBJICHHS OOTiB, 3a0€3MEUyIOUN 3aXUCT Bij
ABTOMATU30BAHUX JIiH, IO MIKOJSATH irPOBOMY JIOCBIiJLY.

Merta crarTi. 3aBIaHHsIM poOOTH — € crpoda CTBOPEHHS anapaTHO MPOTPaMHOTO
3a0e3MeUeHHs, SIKE T03BOIUTH aBTOMATH3yBaTH IIPUMITHBHI il y 0araToKOpUCTyBaIlbKiif
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rpi 3 BUKOPUCTAHHIM BPa3JIUBOCTI aHTHUUT CUCTEMH, & TAKOXK OIMCY METO/IiB, IK MOXKHA
BUSIBIITH TPABIIIB, SIKi KOPUCTYIOTHCS TAKIMH BPA3THBOCTSIMH.

BukJiag ocHoBHOTro martepiaJy. Po3risiHemo camuii 6aHanbHUN METOZ aBTOMAaTH3a-
1ii mporecy. be3 mpuB’sI3ku 10 KOHKPETHOI 0araTOKOPUCTYBALBKOT TPH, a00 aHTUYHNTA.
VsBimo, o HaM Tpeba 3a0upart SKyCh Haropoxay, KoxkHi 2 XBuimHA. Haroposa 3a0u-
paeThes LIISIXOM HaBeJEHHS Kypcopa Ha KHOINKY, HATUCKAHHSIM JIiBO1 KHOIIKM MHILI, Ta
CKaXiMo, KiaBimu Enter asis miaTBeppKeHHS BHOODY.

Jls Takoi GaHaNbHOT 3a/1aui MOYXKHA BUKOpUCTaTH miporpamy Autolt [10]. 3 ii momo-
MOTOI0 MOYKHAa €MYJIIOBaTH PyXW MHUIL, HATUCKAHHS KHOMOK 1 Tak nam. ITpobiema
B TOMY, III0 OUTBIIICTh AHTUYHTIB 3 JIETKICTIO BU3HAYATh, 10 Y BacC 3allyIleHa JaHa Mpo-
rpama. Sk pesysbTar, aHTHIUT, 200 BUMKHE BaM TPy, a00 B3araii 3a0JI0Ky€ BaM aKayHT.

SIKII0 CTBOPUTH CBOIO MporpamMy, Hanmpukiaa Ha MoBi C#, maHcu He OyTH nomide-
HUM CTarTh OUThIMMHU. OCh TYT 51 HaJlaB OaHATBHUN NPUKIIAJ, SIK MOYKHA aBTOMATU3Y-
BaTH Iiei poriec Ha MoBi C# (KoI He MMOBHUIA 1 TUTBKH T 03HaoMIIeHH) [11].

A 1110, SKIIO aHTUYUT MOKE BU3HAYUTH 1 TaKy MOBeAIHKY? 3BUYaHO, KOJIH KYpCOp
pYXa€eThCs AyKe HIBUJKO, TO 1€ MOXKE BUIJISJIATH Mifo3pino. MoxHa 3pOOUTH TOBe-
IIHKY OUITBII HATypaEHOIO, 33 TOTIOMOTOI0 PAHAOMHUX PYXiB, HE MPSIMUAX IIEPEMIIICHb,
a TAKOX 3aTPUMOK. AJie MOXKHA TTITH JaJIi.

Hacrymna itepanis — Bukopuctanas Arduino Pro Micro.

Puc. 1. nnama Arduino Pro Micro

Ie#t mikpokoHTpiep Moxe moBoauTH cebe sk npuctpii HID (Human Interface
Device), nanpuxiaj, kiaBiatypa abo muuml. BiamoBigHo, 3a gomomororo Tiei camoi
nporpamu Ha C#, Mmu MokeMo miepenasaru iHpopmarito 1o Serial mopty mo Arduino,
a Arduino Pro Micro Oyie BUKOHYBaTH HaTUCKaHHS a00 TIEpEMIIIeHHs. 3 TaKUM ITiIX0-
JIOM, OLJIbIICTh AHTUYMTIB BXKE HE OyAyTh BBaXKATH LI0 MOBEIIHKY MiA03pinoto, 00 3 iX
MEPCIIEKTUBH, KOPUCTYBAILIBKUH BBiJ] POOUTHCSI JTIOAUHOIO.

106 ycxkimamHUTH 337ady, 1 TOZaTH YMOBY 3YHTYBaHHS iH(pOpMaIii 3 eKpaHy, HaM
Moxe 3Hagooutucs GetPixel [12]. BoHa 103Bosisi€ 3UnTaTH KOJIp MiKCENs B KOHKPETHUX
KoopJrHAaTax 3 00’ ekTa Bitmap (MoxHa 3p0OUTH CKpIHIIOT eKpany). [loBepTarouucs 10
MepIIoYeproBoi 3aaadi, HaM Tpeda 3a0upaTH HATOPOLy KOXKHI 2 XBIIIMHH. AJie SKIIO
Taiimep He ¢ikcoBaHuii? B TakoMmy Bumajgky HaM Tpeba ONUPATUCh Ha SIKUIChH Bi3yal.
MoykHa 39nTyBaTH KOJip MIKCENs Ha KHOMIII 1 TUTBKM TOA1 BUKOHYBATH Air0. TooTo mpu-
MyCTHMO, III0 KHOTIKAa HE aKTHBHA i Ma€ CipUil KOIip, a KOJH 3eJICHa, TO BOHA aKTUBHA
1 MOXxHa 3a0paTu Haropoay. MeTox AilicHO npaioounii, ane poOUTH CKPIHIIOTH KOXHY
1 cekyHay TakoX MiJI03pLIO IS MPOTrpaM aHTHUYMTIB. TOMy HACTYITHOKO iTEpalliero
Oyne Bukopuctanus Raspberry Pi 5. 3a 1omoMororo 1i0ro oHOIUIATHOTO KOMIT I0Tepa
MOKHA pealli3oByBaTH OUIBII CKJIA/HI 3a/aui.
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Puc. 2. nnama Raspberry Pi 5

SIK1mo migKmounTH MOoHITOp rpu yepe3 HDMI posramyxyBad, iHImuil KiHels kabesto
yepe3 HDMI capture card no Raspberry, Mu 1inkom Oe3redHO MOXKEMO aHai3yBaTH
300paKeHHs y 130JIb0BAaHOMY CepeIoBHII. BpaxoByroun te, mo Raspberry Takok Moxe
Buctynatu B poii HID, Ham HaBiTh He noTpi6Ha mpoknaaka Ha I1K B poni C# mporpamu.
bo Bci aii OymyTh BigOyBaTHCh BeepeauHi Raspberry, abcomoTHO He3alleKHO, 0a3yro-
4rch Ha 300paxxeHHi. [Iporpama ra C# (a0o iHIIil MOBIi) Bce OHO Tpeba, aie BoHa Oyze
3amyIieHa came Bcepenuni Raspberry.

Sk 6opoTHcs 3 moniOHuMH JeBaiicamu? He Tak maBHO koMmaHis Activision-Blizard
3abanmia aysxe 6arato reiimepis y rpi Call of Duty: Warzone, 3a BukopucTanHs aeBaiicy
Collective Minds Cronus Zen [13; 14].

Puc. 3. oesaiic Collective Minds Cronus Zen nioknrouenuti 0o Xbox

Le#t nemaiic 103BOJISIB 3HU3UTH a00 B3aralli MpUOpaTH Bijyiady MpH CTHIIBOI 1 rpi.
3a3Buyail y irpax € BepTUKaJIbHA i TOPH30HTAIbHA Bijaua, sIKy rpaBIio Tpeba KOHTPO-
JIOBATH (PyXaTH MUIIKY a00 CTiK B IPOTHICKHY CTOPOHY, 100 MOMAAaTH B IiJIb), HEH
JieBaiic poOMB IIe aBTOMaTHYHO.

BpaxoByroun BuillecKa3aHe, JEsAKi aHTHYHTH, BCE K MOXYTh BHSBISTH CTOPOHI
nesaiicu. [Toku 110, BOHU HisIK HE pearyroTh Ha Arduino ta Raspberry. I ckopim 3a Bce,
KOPHUCTYBadi, B SKMX BOHH IIIKJIFOYCHI JIO K, OyIyTh 1 Hagami B Oe3neni. bo mo cyri,
1€ MPOCTO IUIATH 11 PO3pOOKH, BOHU HE 000B’I3KOBO MOXKYTh POOHMTH IIOCH TIOTaHE.
Tomy po3poOHMKAM aHTHYMTIB CIiJ MOAYMAaTH Hajx OLTBII PO3BUHYTHMH MEXaHi3-
MaMH 3aXHCTy. XOpOIIMM BapiaHTOM Oyie MPOCTO MEPEeBIPATH MiJKIIIOUCHI JICBACH.
Hanpuknan nepesipka USB Vendor ID (VID) ta Product ID (PID). To6T0 nopiBHSHHS
inentudixatopis VID Ta PID mpuctpois. Arduino ab6o Raspberry Pi, namamrosani sk
HID-npucTpiif, 4acT0 BHKOPHUCTOBYIOTH HECTAHIApTHI a00 BiJOMI iJCHTH(IKATOPH.
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MoskHa cTBOpHTH criMcok Jo3BosieHux VID/PID i Bimxumsiite mpuctpoi, siki He Bii-
MOBIIAIOTh [IEOMY CITUCKY. AOO BHSIBIICHHSI HECTaHIAPTHUX ab0 BIJICYTHIX JpaiiBepiB.
Arduino a6o Raspberry Pi MoxyTh BUKOpUCTOBYBaTH 3araibHi Apaiisepu USB HID, 1o
BIZIPI3HSIOTHCS BiJ ApaliBepiB AT CepTU(IKOBAHUX MPHUCTPOIB.

BucHoBku. Y oMy J0CIHI/DKEHI, Oylia mpoBeaeHa podoTa 3 eMyJIsmii il kopuc-
TyBaya 3a jonomoroio nporpamu Ha C#, minardopm Arduino ta Raspberry. HaBeneno
MOSICHEHHSI, YOMY I1i METOIN MOXYTh O€3IICUHO MPAIIoBaTH Hapasi i sKi Aii po3poOHUKH
irop Ta aHTHYHTIB MOXKYTh MPUHHSITH, 1100 YOS3NEUUTH CBOT irpH Bijl axpaicTia.
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