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This study investigates the governance of the digital economy in Ukraine based on an
analysis of the Governance subindex of the Network Readiness Index (NRI). The study employed
a combination of methods, including bibliometric analysis, comparative and retrospective
analyses, and profile building methods. Data from the Web of Science (WoS) Core Collection
were processed using the R sofiware package bibliometrix, along with the Network Readiness
Index database.

These findings underscore the complexity and significance of trust, regulation, and
inclusion in the context of digital technology development. According to the 2023 rankings,
Ukraine holds the 58th position out of 134 countries. Ukraine ranks 78th in the government s
role in promoting participation in the networked economy, 54th in trust envirofavourability,
and 60th in digital inequality. A detailed analysis of governance metrics (trust, regulation,
and inclusion) identified significant gaps hindering Ukraine’s digital economy development:
inequality in rural access to and adoption of digital technologies, inadequate adaptation
of Internet content and services to local needs, insufficient quality, relevance, and utility of
government websites, imperfect legal frameworks for user data privacy protection, and low
commitment to cybersecurity. Therefore, there is a critical need for further enhancement of
the regulatory environment to foster digital development, address digital inequalities, and
increase trust in digital technologies in Ukraine.

This article provides a deep understanding of the current challenges and opportunities in
managing the digital economy in Ukraine, which is pertinent to both academic research and
practical applications.

Key words: digital economy, governance of the digital economy, Network Readiness Index
(NRI), trust in digital technologies, digital inequalities, cybersecurity, regulation of digital
technologies, inclusion in digital space.

Isanoea H. C. Anani3z ynpaeninusa uughposor ekonomikorw Ykpainu: 0ogipa, pezyntoeanus
ma yugposa nepienicmp

Y emammi docnidocero pisensv ynpasninia yugposorw eKoHoMikorw 6 YKpaini Ha 0CHO8I ana-
i3y cybinoexcy Governance indexcy Network Readiness Index (NRI). /s yvoco éuxopucmosy-
8a1ACs KOMOIHAYIA Memo0ie, maKux sk OiOIioMempuyHUil aHAL3, NOPIBHANLHUL MA PEMPOCHeK-
MueHUll ananizu, memoo nobyodosu npoginis. Jocnioxcenns nposedeno 3a 6azon danux Web of
Science (WoS) Core Collection, 06podka sikux 6uUKoHysanacs 3a 00nomo2orw R-naxemy npozpam-
Ho2o 3abe3neuenns bibliometrix, ma 6aszor danux pospaxyuky Network Readiness Index.

Ilpeocmaenene 6 cmammi OOCHIONCEHH YNPABIIHHA YUDPOBOIO eKOHOMIKOW 6 YKpaiHi,
npogedene Ha 0CHo8I ananizy cybindekcy Governance indexcy Network Readiness Index (NRI),
nIOMBEPONCYE CKIAOHICMb MA BANCIUBICMb ACNEKMI8 008IpU, Pe2YNI08aHHS Md IHKIIO3IL
6 KOHmeKcmi po3eumky yugposux mexuonozii. 3a pezynomamamu 2023 poxy Yrpaina 3atimae
58 micye cepeo 134 kpain. Ilpu yvomy 3a umipom poni ypsaoy y CHpUAHHI y4acmi 8 Mepedxcesiti
exonomiyi Vkpaina 3atimae nuwe 78 no3uyito; 3a pigHem CNpusmiueocmi cepedosuyd 008ipi —
54 micye; 3a pienem yugpoeoi nepienocmi — 60 micye. [Jemanoruii ananiz ynpasninHa 3a 11020
BUMIpHUKamMU (006ipa, pezynto8anHs ma iHKA03is1) 00360IUIU BUOKDEMUMU HU3LKY NPOLATUH,
AKI 2aTbMYIOMb PO3GUMOK MePedcedoi eKonomixu Ykpainu: Hepienicmb cilbCbk0o20 HACeNeH-
HAM 8IOHOCHO 30IUCHEeHHs A0 OMPUMAHHI YUPPOBUX, Hedocmamuiil pieeHb adonmayii [nmep-
Hem-KOHmMeHmy ma nociy2 00 nomped Micyeeo2o HacelenHs, He0OCHMAamHsA SAKICb, peneeanm-
HICMb Ma KOPUCHICMb 0ePHCABHUX 8e0-calimis, HedOCMAamHIl pideHb adanmusHOCmi npagogoi
6a3u 00 HOBIMHIX MEXHONO02IU, HEOOCKOHANT IOPUOUYHT PAMKU OJisL 3aXUCIY KOHQIOeHYiuHoCmI
Kopucmyeauié Inmepnemy ma ix 0anux, HU3bKULL pieeHb 30008 A3aHH: 3 KibepOesnexku. Omoice,
icHy€e HeoOXiOHicmb NOOANLUL020 YOOCKOHANIEHHA Pe2yNIAMOPHO20 Cepedo8Uuya O CNPUSHHS
yupposomy po3eumky, eupiuienus npoonem yugposux HepisHocmeli ma NiOGUWEHHS DiGHS
0086Ipu 00 Yupposux mexnonozitl 6 Yxpaini.
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Cmamms 0036015€ ompumamu 21uboKe PO3YMIHHS CYYACHUX GUKIUKIG MA MONCIUBOCMEN
VAPAGIIHHA YUPPOBOIO eKOHOMIKOIO 8 YKpaini, wo € axmyanvHum 05 aKa0eMiuHux ma npax-
MUYHUX OOCTIOACEHD.

Kniouosi cnosa: yugposa exonomika, ynpaeninns yugposoio exonomixoio, Network
Readiness Index (NRI), dosipa 00 yugposux mexronoeit, yugposi nepisnocmi, kivepbesnexa,
Pe2Y0GAHHS YUPPOBUX MEXHON02IN, THKIIO3IsL 8 YUDPOBOMY NPOCMOPL.

Problem statement. Digital technologies are rapidly developing and penetrating
all spheres of economic systems. The shift to remote work caused by the COVID-19
quarantine restrictions and Russia’s full-scale war against Ukraine contributed
significantly to this process. The question arises as to how this process should be
controlled and what governance is necessary. It is worth noting that digitalisation
processes are becoming more diverse and irreversible. Therefore, it is extremely
important to understand how this tool can be used effectively.

There is a need to determine the level of trust in the elements of the digital
economy in order to identify the factors influencing the formation of this trust and
to investigate the level of regulation of these processes and the presence of digital
inequality.

Analysis of studies and publications. The results of the bibliometric analysis of the
Web of Science database confirm the growing interest in academia regarding the digital
economy and its management. For the period 1998-2023 769 scientific documents have
been published in the Web of Science scientometric database, with an average annual
growth rate (Annual Growth Rate) of 24.63 % (Fig. 1).

The most cited paper [4] focused specifically on the study of digital surge scenarios
and problems. In it R. De’, N. Pandey and Pal discuss some of the most pressing issues
of the digital surge in the post-pandemic period: increasing digitalisation, work-from-
home and gig workers, workplace monitoring and technostress, online fraud, Internet
access and digital divide, Internet governance: net neutrality and zero-rating, Internet
governance: shutdowns, digital money, surveillance, and privacy.
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Fig. 1. Annual Scientific Production in the direction of “Governance of the Digital
Economy” in the scientometric database WoS (1998-2023)

Source: authors’ development via Biblioshiny app ([1-3])
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J. Sadowski focuses on data as capital, because one of the striking consequences of
digitalization processes is the creation and accumulation of a large amount of data. In
his research, [5] he analyzes the way data are collected and distributed as capital and
viewed by governments and firms as capital.

S. Vallas and J. B. Schor [6] define platforms as a distinct type of governance
mechanism, distinct from markets, hierarchies, or products, and so they represent a
unique set of challenges for regulators, workers, and their competitors in a conventional
economy. The concept of platforming is devoted to the work of Poell T., Nieborg D. and
van Dijck J. [7], which define platforming as the penetration of infrastructures, economic
processes and governmental structures of digital platforms into various sectors of the
economy and spheres of life, as well as the reorganization of cultural practices and
perceptions around these platforms.

The results of the analysis of research and publications allowed us to determine
the centres of research on the governance of the digital economy: blockchain
(including blockchain technology), datafication, digital (digital finance, digital
platforms, digital technology, digital transformation), economic development,
entrepreneurship, gender, information security, information technology, and media
(including mediating effect).

The present research is based on analytical materials about the Network Readiness
Index (NRI), created by a group of scientists from the Portulans Institute and Said
Business School, University of Oxford. The NRI is presented as a key metric for
assessing digital trends and understanding the evolution of online trust in this networked
era [8]. Despite the in-depth analysis of the digital trends of 134 countries presented
in the reports for certain periods, we decided to study in more detail the retrospective
analysis of the Governance subindex (Ukraine), which allows us to assess the structure
of the network economy, which strengthens the entire network and ensures the safety
of its users.

The aim of this article is to analyse the Ukrainian aspect of the governance sub-
index within the Network Readiness Index (NRI).

Presentation of the main research material. Today, entities in a networked
economy are surrounded by numerous digital technologies. The pace at which new
digital solutions emerge is astounding, with technology companies competing with one
another for dominance in the digital technology market. These trends offer numerous
advantages to all participants in the process: users, producers, the general public,
businesses, and the state. However, a certain turning point is approaching, marked by
a transition from control to lack of control, from trust to doubt, and even suspicion,
leading to and exacerbating gaps in digital awareness and provision.

The Ukrainian aspects of trust, regulation, and inclusion in the digital economy have
been investigated based on data from NRI studies [8] for the period 2019-2023.

The NRI is defined as the degree of readiness of countries to participate in a networked
world [9], consisting of four sub-indexes that collectively measure the impact of ICT
on the development of countries in various aspects. The NRI ranking reflects the overall
level of readiness in different countries. The main NRI sub-indices include technology,
people, governance, and impact, each of which has a number of components.

An indicator that comprehensively describes the components that strengthen a
holistic network, ensuring the safety of its users is the Governance subindex, which
is an integral part of the NRI. The Governance sub-index emphasises the creation and
accessibility of structures that stimulate the development of a networked economy in
three dimensions: trust, regulation, and inclusion (Table 1, Fig. 2).




| Taspiticeknit HaykoBuit BicHHK Ne 3

28 |
Table 1
Triad of Governance Subindex Constituents
Dimensions Description Criteria
assesses the state of security for 1) Secure Internet servers
individuals and corporations 2) Cybersecurity
1. Trust in the aspect of the networked 3) Online access to financial account
economy, emphasizing a favorable | 4) Internet shopping
environment of trust
assesses the role of government 1) Regulatory quality
in promoting participation in the 2) ICT regulatory environment
2. Regulation | networked economy through 3) Regulation of emerging technologies
regulatory measures, strategies and | 4) E-commerce legislation
foresight 5) Privacy protection by law content
assesses digital gaps in relation to 1) E-Participation
gender, disability and economic 2) Socioeconomic gap in use of digital
. background payments
3. Inclusion 3) Availability of local online content
4) Gender gap in Internet use
5) Rural gap in use of digital payments

Source: compiled by the author according to [8]

Secure Internet servers Sove 7261/ Aok 43
Cybersacurity  Sore 68 Pwa 18
Trust
Crm—— Ty - Online access to financial account v 325
Internet Shopping  Score 42,57 / Bank 45
Regulatory quality Score 4332/ Ronk 85
ICT regulatory environment  Scoe 7529/ koot &
/ Regulation - Regulation of emerging technologies  Score 3455/ fank &
Governance
Ronk 78 E-commerce egisliation e 100/ gk 1
Aonik: 58
Privacy protection by law content Scoe. 5809/ ok &
E-Participation & S9.31 7 Rorsk
= SOUOECoNOMIC ap in use of digital payments  Sore. 82,08/ Rk 4
Inclusion Avalability of local online content oce. S433 7 ok
Rawk: 60 Gender gap in Internet use score 6 Puri
Rural gap in use of digital payments  scoee Hork 8

Fig. 2. The Governance subindex of Ukraine according to the 2023 assessment

Source: constructed by the author based on data from [10; 11]
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Figure 2 presents the results of the calculation of Ukraine’s Governance subindex
based on 2023 data [11] across its components. According to the 2023 results, Ukraine
ranked 58th (60 points) out of the 134 economies. In terms of the role of the government
in facilitating participation in the networked economy (Regulation), Ukraine ranked
only 78th (62.25). The level of trust environment (Trust) ranks 54th (54.61 points), and
in terms of digital inequality (Inclusion), it ranks 60th (63.15 points). Thus, it can be
concluded that Ukraine, relative to some other countries, has a poorer status concerning
regulatory measures, strategies, and forecasts for the networked economy;, as it occupies
a position below the median despite having a relatively high score in the Regulation

dimension.
According to the 2023 results, Finland is the leader in the Governance subindex
(Fig. 3).
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Fig. 3. Profiles of Ukraine and leading countries in the Governance subindex and its
dimensions (3a — the Governance subindex; 3b — Trust; 3¢ — Regulation;

3d - Inclusion), 2023
Source: constructed by the author based on data from [10]
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In the Trust dimension, the leader is Denmark (Fig. 3b), which has the highest
scores in the respective criteria: Secure Internet servers (100 points versus Ukraine’s
72.61 points), Cybersecurity (92.47 points versus Ukraine’s 65.33 points), Online
access to financial accounts (97.24 points versus Ukraine’s 32.53 points), and Internet
shopping (99.93 points versus Ukraine’s 47.97 points).

In the Regulation dimension, Luxembourg is the leader (Fig. 3c), demonstrating
the highest scores across various criteria: Regulatory quality (92.87 points compared
to Ukraine’s 43.32 points), ICT regulatory environment (88.82 points compared to
Ukraine’s 75.29 points), Regulation of emerging technologies (100 points compared to
Ukraine’s 34.55 points), E-commerce legislation (both countries scored 100 points), and
Privacy protection by law content (93.44 points compared to Ukraine’s 58.09 points).
Weak areas for Ukraine in the Regulation dimension include Regulatory quality, which
reflects the government’s ability to formulate and implement effective policies and rules
that facilitate private sector development [12]. Extremely low scores were recorded for
the Regulation of emerging technologies criterion, which assesses the legal framework’s
adaptability to emerging technologies such as artificial intelligence, robotics, app- and
web-enabled markets, big data analytics, and cloud computing. Privacy protection by law
content evaluates existing legal frameworks for protecting Internet users’ confidentiality
and data, where Ukraine also shows a limited level of development. It is important to note
the maximum possible score for the E-commerce legislation criterion, which indicates the
legislative support level for e-commerce and adoption of relevant legislation [12].

In the Inclusion dimension, Singapore leads (Fig. 3d), demonstrating the highest scores
across various criteria: E-Participation (97.68 points compared to Ukraine’s 59.31 points),
Socioeconomic gap in use of digital payments (92.85 points compared to Ukraine’s
87.08 points), Availability of local online content (91.59 points compared to Ukraine’s
54.33 points), Gender gap in Internet use (68.31 points compared to Ukraine’s
61.08 points), and Rural gap in use of digital payments (98.86 points compared to Ukraine’s
53.97 points). This confirms the existence of digital divides in Ukraine, including:

— disparity between the rural population and the overall population in terms of
engaging in or receiving digital payments last year;

— insufficient adaptation of Internet content and services to local needs;

— low quality, relevance, and usefulness of government websites, where usefulness
is defined as the ability of a website to provide citizens with online information, tools,
and participation services [12].

From 2019-2023, Ukraine has gradually strengthened the integrity of its network,
ensuring the security of its users (Table 2).

Thus, the best positions in Ukraine’s Governance subindex were recorded in
2021-2022, ranking 57th. In 2023, there was a decrease by one position to 58th place.
Despite previous conclusions about the insufficient level of the Inclusion dimension
and the presence of digital divide issues in Ukraine, the data in Table 2 indicate good
dynamics and improvements in addressing problems related to various inequalities.
According to the dynamics of this dimension, Ukraine in 2022-2023 has the best
positions for the entire study period.

There is a deterioration in Ukraine’s positions in the Regulation dimension; the
worst value was recorded in 2022, at 84th place (out of 134 economies). This coincides
with the emergence and increased use of new technologies such as artificial intelligence,
robotics, and big data analytics. It can be argued that there is a lack of legal framework
for emerging technologies and a weak governmental response to their development and
implementation.
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Table 2
Dynamics of the Governance subindex and its dimensions
(positive trend: increase in score; decrease in rank) in Ukraine for 2019-2023

Dimensions | Metric | 2019 | 2020 | 2021 | 2022 | 2023 Dynamics

score |58,32(58,19(58,93(60,81| 60 . .
[ [
rank | 67 | 58 | 57 | 57 | 58 .

Governance

score [60,69(62,.42(62,19| 67,7 |63,15 .
B [ |
Inclusion :
rank 70 72 65 60 60 . .
[
score |61,26|61,48|65,02(60,03|62,25 .
- . I
Regulation Z
rank | 72 | 83 | 61 | 84 | 78 = . . .
score [53,00(50,66(49,57| 54,7 | 54,61 . .
|-
Trust -

rank | 70 | 49 55 54 54 .
B s s

Despite gaps in regulatory policy and inclusion of the network economy, the value
of the Trust dimension is improving, albeit slowly. A turning point occurred in 2020
when Ukraine improved its position relative to the previous period by 21 points. This
trend can be explained by the increase in the proportion of individuals using a mobile
phone or the Internet to access a financial institution account (criterion: Online access
to financial account) and the proportion of individuals using the Internet to purchase
something online (criterion: Internet shopping). The highest values were recorded
during the quarantine restrictions caused by the COVID-19 pandemic. However, the
value of Trust is hampered by a low level of commitment to cybersecurity; according to
2023 data, Ukraine ranks 85th in the Cybersecurity criterion.

Conclusions. Networked societies operate with trust in information, communication,
and relevant digital media and technologies. Recent studies indicate an increasing rate of
trust erosion, which potentially constitutes a fundamental crisis for networked societies
including Ukraine. This is driven by various factors, such as disinformation campaigns,
advancements in surveillance technologies (including the widespread use of mobile
phones), the emergence of “deepfakes”, and the rapid growth of artificial intelligence
and Large Language Models, such as ChatGPT.
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Research on digital economy governance in Ukraine, conducted based on the
analysis of the Governance sub-index of the Network Readiness Index (NRI), confirms
the complexity and importance of trust, regulation, and inclusion aspects in the context
of digital technology development.

The results of this study are as follows.

— Ukraine ranks 54th in trust levels in a networked economy according to the
2023 data. Insufficient server security and cybersecurity are major challenges. Measures
to enhance cybersecurity are required to increase trust in the digital space.

— In terms of digital technology regulation, Ukraine ranks 78th. The low
adaptability of the legal framework to emerging technologies (artificial intelligence,
robotics, markets accessible via applications and the Web, big data analytics, and cloud
computing) and data confidentiality protection limits the development of the digital
economy.

— Inclusion indicators in Ukraine highlight the existing digital divides, particularly
between urban and rural populations, as well as access to digital payments and content.
Promoting broader access to digital technologies across all segments of the population
remains critical.

While Ukraine has demonstrated some progress in implementing digital technologies
and improving digital governance infrastructure, significant challenges require
immediate attention. Improvements in cybersecurity, the regulatory environment, and
inclusion are crucial for further development of the networked economy in Ukraine.
Achieving these goals requires systematic legislative reform and increased public
awareness of cybersecurity in the digital realm.
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