Taspiliceknit HaykoBui BicHHK Ne 5

94I

XAPYOBI TEXHOAOTI

FOOD TECHNOLOGY

UDC 664
DOI https://doi.org/10.32782/tnv-tech.2023.6.11

IMPROVEMENT OF THE EXTERNAL TRACEABILITY SYSTEM
FOR CONFECTIONERY PRODUCTS WITH CAROB POWDER
USING NFC-TAGS

Bozhko A. Yu. — Postgraduate Student at the Department of Food Expertise
National University of Food Technologies
ORCID ID: 0000-0002-5267-2023

Usatiuk S. I. — PhD, Associate Professor at the Department of Food Expertise
National University of Food Technologies
ORCID ID: 0000-0001-7554-0827

Sydor V. M. — PhD, Associate Professor at the Department of Food Expertise
National University of Food Technologies
ORCID ID: 0000-0002-4139-4101

Tyshchenko O. M. — Senior Lecturer at the Department of Hotel and Restaurant Business
National University of Food Technologies
ORCID ID: 0000-0001-9383-1898

Market operators develop, implement and constantly improve the traceability system, which
ensures an appropriate level of food product safety control. The elements of the traceability
system are internal and external traceability.

The purpose of this work is to improve the elements of the external traceability system for
the circulation of confectionery products with carob powder using NFC tags.

The production of confectionery products with carob powder is promising, as it allows reducing
the amount of sugar in the recipe composition of the product. A block diagram of the traceability
system of raw materials and finished products in the production of confectionery products with
carob powder is proposed.

Presented the introduction of a traceability system in the production of flour confectionery
products with carob powder in accordance with the requirements of the GS1.

The analysis of modern means of automated identification of food products, such as
barcode encoding (1D, 2D), blockchain technologies, RFID, and NFC, has been conducted.
Contemporary tools for ensuring traceability through the automation of information recording
regarding the identification and traceability of food products at all stages of their production
optimize the documentation system on various types of media.
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NFC information scanning technology allows data exchange between devices at a distance
of up to 10 cm. Due to its compact size and low power consumption, this technology is used in
small digital mobile devices.

Improving traceability using NFC-technology is accessible to all market operators, as it
does not require additional equipment and provides convenient access to a significant amount
of information about the food product.

Key words: confectionery production, carob powder, food safety, traceability system, NFC-
tags.

boocko A. 1O., Yeamwok C. 1., Cuoop B. M., Tumenxo O. M. Yoockonanenna cucmemu
306HIWINLOT NPOCMENCYGAHOC] KOHOUMEPCLKUX 6upodi¢ 3 nopouwtkom Kepody npu
euxopucmanni NFC-mezie

Onepamopu puHKy po3poonsaomy, 6nposad*Ccyoms ma NOCMIUHO YOOCKOHAIOIOMb CUCTIEM)
NPOCMedCy8aHOCMI, AKA 3a0e3neuye HANeHCHUL PigeHb KOHMPOIO 6e3NeUHOCI Xapuo6020 Npo-
oykmy. Enemenmamu cucmemu npocmedxicy8anocmi € 6HympIiHa ma 306HIUHA NPOCMEXCY8a-
HICMb.

Mema oanoi pobomu nonsieae 6 YOOCKOHANEHHI eleMeHmi6 306HiUHbOI cucmemu npocme-
Hcy8anocmi 00icy KOHOUMEPCLKUX UPODIE 3 NOPOWKOM Kepoby i3 3acmocysanuim NFC-meeais.

Bupobnuymeo konoumepcobKkux supodie 3 GUKOPUCIAHHA NOPOULKY KepOOY € NepCHeKMUSHUM,
OCKINbKU 003601A€ 3MEHWUMU KITLbKICMb YYKPY Y PeYyenmypHoMmy cK1aoi 6upoby. 3anpononosaro
ONI0K-CXeMy cucmemu npoOCmedHCy8aHOCMi CUPOBUHY Ma 20MOB0I NPOOYKYIT Yy BUPOOHUYMEBE KOH-
OUMepCoKUX 8UP00i8 3 BUKOPUCAHHAM NOPOUKY KEPOODY.

IIpeocmasneno enposaddlcents cucmemu npoOCMeNCy8anocmi y UpoOOHUYmMei OOPOWHIHUX
KOHOUMEPCbKUX 8UPODIE 3 GUKOPUCTHAHHAM NOPOWKY Kepoby 32i0H0 umoe Iobanvnoeo cman-
dapmy npocmesxcyeanocmi GS1.

IIpoananizosano cyuacHi 3acodbu agmomamusosanoi ioeHmuikayii xapuosux npooykmie,
makxi K wmpuxoge KooyeamHs (0OHoMipHe, 08oMipue), mexnoro2ii 6aoxuetin, RFID, NFC.
Cyuacui 3acobu 3ab6e3neyents npocmextcy8aHoCmi Wisxom agmomamusayii 0onixy iHgopmayii
w000 idenmupirayii ma npoCmerncy8anHOCmi Xapuoe020 RPOOYKMY HA 8CIX emandax oo supoo-
HUYmMea onmumizyloms cucmemy 0OKYMEHMYSanHs IHopmayil Ha pi3HUX 6UOAX HOCII8.

Texnonoeis ckanysanns ingpopmayii NFC 0o3601s€ 30itichiosamu 0OMiH OaHUMU MIdC Npu-
CMPOAMU, U0 3HAXO0AMbCA Ha 8iocmani 00 10 cm. 3a805Ku KOMRAKMHUM POIMIPAM | HUSLKOMY
CNOJICUBAHHIO eHepeli 0aHa MexXHON02Is BUKOPUCTIOBYEMbCS 8 HEGETUKUX YUDPOGUX MOOITbHUX
NPUCMPOSIX.

Yoockonanenmns npocmesicysarocmi za oonomozcoro NFC-mexnonocii € docmynuum 0ist 6Cix
onepamopié punKy, OCKilbKu He nompebye 000amro8020 O0ONAOHAHHA MA CRUPAE 3PYYHOMY
docmyny 00 3HAUHOT KiIbKOCMI iHGhopmayli npo xapuosuti npooyKn.

Knwuosi cnosa: konoumepcvke upoOHUYME0, NOPOUWOK Kepoby, Oe3neuHicmy Xapyosux
npodykmis, cucmema npocmedicyeanocmi, NFC-mezu.

Introduction. The basis for any traceability system is the ability to track and identify
food products as they move through the stages of supply. Currently, most countries
have adopted the concept that national legislation should contain a requirement for
traceability according to the principle «one step back — one step forward».

The confectionery area of the food industry of Ukraine provides a wide range
of products that meet the needs of consumers. To ensure quality control and safety of
confectionery products, market operators are interested in creating systematized tools that
allow tracking and control of products at all stages of the technological production cycle.

Formulation of the problem. According to the Law of Ukraine «Basic Principles
and Requirements for the Safety and Quality of Food Products», traceability is the
ability to identify the market operator, time, place, subject and other conditions of
delivery (sale or transfer), sufficient to establish the origin of food products, animals,
designated for the manufacture of food products, materials in contact with food products
or substances intended to be added or expected to be added into food products at all
stages of production, processing and circulation.

The implementation of the traceability system by the market operator takes place in
order to achieve the following tasks and goals:




| Taspiliceknit HaykoBui BicHHK Ne 5

96|

— timely recall and removal of non-compliant products;

— achieving product compliance with regulatory requirements;

— ensuring compliance with the specifications and requirements of market operators
or suppliers;

— ensuring effective logistics management to provide information to end consumers
and market operators or suppliers;

— confirmation of special characteristics or properties of food products;

— trademark protection [1].

The main steps to ensure traceability by Ukrainian market operators are:

— fulfillment of the legally established requirement «one step back — one step
forwardy;

— considering the possibility of introducing elements of internal and external
traceability at the enterprise and determining the necessary information that
must be recorded and stored to fulfill this requirement, based on the size of the
enterprise, the type of products produced at it and the type of food products used
in production;

— the identification by the food market operator of the batch of the food product and
the batch of raw materials used for its production, in such a way as to allow the tracking
of the actual movement of the food product along the food chain;

— establishing and maintaining in good condition traceability accounts that can
be provided within a short period of time for planned or unplanned inspections or
investigations carried out at the request of the competent authority.

The purpose of the study is to improve the elements of the external traceability
system of confectionery products with carob powder using NFC tags.

According to the goal, the following tasks are defined:

— to conduct an analysis of modern means of automated identification of food
products;

— improvement of the elements of the external traceability system for the circulation
of confectionery products with carob powder using NFC-tags.

Analysis of recent research and publications. In Ukraine, traceability is regulated
by the Law of Ukraine «Basic Principles and Requirements for the Safety and Quality
of Food Products» and Order No. 590 dated 10.01.2012 (edition dated 12.25.2015)
«Approval of Requirements for the Development, Implementation and Application
of Permanently Effective procedures based on the principles of the Food Safety
Management System (HACCP)».

In the European Union, food legislation is formed by EU Regulations: No. 178/2002
and No. 852, No. 853, No. 854, No. 882 of 2004. EU Regulation No. 178/2002 [2],
which is the main food law for EU countries, establishes general requirements for
ensuring the safety of food products. It was determined that for the full implementation
of the HACCP system, it is necessary to implement a traceability system that covers all
stages of production, processing and circulation of food products or ingredients used for
the production of a food product.

Based on the current standards of the ISO 9000 and ISO 22000 series, the GS1
International Association has developed the GS1 Global Traceability Standard, which
describes the traceability process in detail and provides a step-by-step model for its
development, which enables a market operator to develop a traceability system.

The step-by-step methodology for implementing a traceability system for the
production of flour confectionery products using carob powder in accordance with the
requirements of the GS1 Global Traceability Standard includes the following stages:




XapuoBi TeXHOJOTi] |

|97

I. Development of a traceability system by the market operator:

— Establishing the goals and tasks of the traceability of the production of flour
confectionery products.

— Collection of traceability information at capacity.

— Analysis of the production process.

— Identification of all participants in the production process.

— Establish requirements for traceability data.

— Designing an archive of information to ensure traceability.

— Designing measures to use the necessary information on traceability.

II. Building a traceability system by the market operator:

— Analysis of shortcomings ("as is" vs "will be").

— Installation of traceability system components.

— Monitoring and testing of traceability system components.

II1. Implementation and use of the traceability system by the market operator, such
steps:

— Implementation of the system at the factory.

— Validation of traceability system documentation and personnel training.

— Monitoring and maintenance of the traceability system [3].

The block diagram of the traceability system of raw materials and food products
during the production of confectionery products using carob powder is shown in fig. 1.

Among the systems of automated identification of objects that can be used for the
traceability of food products, the most popular in EU countries today are: bar coding
(one-dimensional, two-dimensional), blockchain technologies, RFID, NFC.

Bar code is a combination of vertical stripes and numbers that represents a particular
food product in coded form. The code allows you to quickly and accurately read
information about the food product using an electronic device —a scanner. A system with
barcodes using scanners and a computer base allows you to associate a specific batch
of food products with each technological stage, packaging and protocols. This system
can be implemented at different levels: from simple reading of information on incoming
raw materials and labeling of the finished product to a traceability system with full
integration of all production equipment into it with recording of necessary accounting
parameters of technological processes. This system contributes to the minimization of
possible errors of production personnel, increasing efficiency by reducing labor costs,
increasing the possibility of entering additional information, allows for proper control
over raw materials, technological processes, product quality, facilitates the preparation
of reports and protocols, etc [4].

There are two main bar coding standards:

1. A linear (one-dimensional or 1D) barcode is read in one direction (horizontally).
The most common are the following linear symbols: EAN, UPC, Code39, Codel28,
Codabar, Interleaved 2 of 5. Linear symbols allow encoding a small amount of
information (up to 20...30 symbols) using simple barcodes read by inexpensive scanners.

2. Two-dimensional (2D), which is designed to encode a large amount of information
(up to several pages of text). The two-dimensional code is read using a special two-
dimensional code scanner and allows you to enter a large amount of information quickly
and without mistakes. The decoding of such a code is carried out in two dimensions
(horizontally and vertically). It is used to encode large amounts of data, as well as when
there is not enough space to place the linear code [5].

OR coding (Quick Response Code) — a two-dimensional (matrix) barcode has become
the most widespread among two-dimensional barcodes. It is a simple, convenient and
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interactive way of distributing and receiving information. The use of this system for
the traceability of food products makes it possible to encode a significant amount of
information and quickly access it using scanning and recognition by cameras of modern
mobile devices [6]. To read information from a QR code, you need a smartphone or
tablet with a camera and special software that is distributed free of charge over the
Internet.

This QR code is printed on each packaging unit of the finished food product and
entered into the unified information system. In this system, the movement of the batch
of products is tracked throughout the entire delivery stage. In trade networks, after
scanning and purchasing the product by the consumer, the system notes that the product
has been withdrawn from circulation. The consumer can independently scan the QR
code that is printed on the package in order to find out complete information about
the food product that he intends to purchase. Control authorities may also have such
information about the food product, starting from the stage of packaging of the final
product at the plant to entering the retail trade and withdrawal from circulation [6].

Blockchaintechnologyisaway of storing and exchanging information in anetwork
of users located in an open virtual space [7]. At the initial stage, a code is applied to
the product packaging to read the information. Data about a food product is entered
into the blockchain network and tied to a specific tracking code. This technology
makes it possible to improve control of food products at the manufacturing stage in
real time, which significantly reduces the need for inspections of the finished food
product. Blockchain brings the transparency of supply stages to a completely new
level [8].

For each food product, its own passport on the blockchain is developed, which
contains information that can be divided into two large blocks. The first block contains
information about the counterparties: the manufacturer of the product (location. charter),
the enterprise that sells it (location, charter), the consumer of the product (location.
charter), counterparties according to the agreement (declarant, carrier, forwarder, etc.)
[7]. The second block contains information about products: commercial documents
(contract or agreement with annexes, invoice, supply contracts, etc.), permits (certificates
of origin, quality certificates, etc.), transport documents (bill of lading, transport
invoices, etc.) [8].

RFID technology (radio frequency identification) is a technology that allows you to
automatically collect information about a particular food product, for example, various
products, their location, keep a temporary record of events involving them and receive
information about operations that took place with products, quickly and simply , without
human intervention and with a minimum number of errors [9].

The radio frequency system consists of a reading device (reader) that has an antenna,
and radio tags (tags) that contain data. The antenna of the reader emits a low-power radio
signal, which is picked up by the antenna of the radio tag and is a power source for the
microcircuit (chip) built into the radio tag. Using this energy, the radio tag located in the
radio field of the interrogator enters into radio exchange with him for self-identification
and data transmission. The reader sends the information received from the radio tag to
the controlling computer for processing and management [10].

The electronic product code (EPC) is stored on the radio frequency tag. By
reading the EMF code, you can determine, for example, the origin of food products
or the date of their production. In all these cases, RFID links a certain physical object
with digital attributes (for example, the description of the product, its cost, date and
order of shipment). In this sense, RFID technology is similar in function to a barcode,
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but has significant advantages in operation and allows the use of more complex,
cryptographically protected protocols.

NFC technology («near field communicationy», "near non-contact communicationy)
is radio frequency identification, which provides the opportunity to significantly expand
the limits of food quality control. Its essence is the presence of a special NFC tag on the
package, which becomes a kind of «passport» of the product, proof of its high quality
and legal origin [11].

Presenting main material. To improve the external traceability system of
confectionery products with carob powder, that is, to improve and automate the system
of tracking the movement and location of products «from the producer to the consumer»,
in order to identify inappropriate products, the use of packaging of confectionery
products based on NFC technology is proposed. The use of NFC-tags will make it easier
to track the movement of products from the stage of their production to consumption
and, if necessary, speed up the processes of recalling or removing products from retail
networks.

NFC technology is a short-range (about 10 cm) wireless data transmission technology
that enables data exchange between devices. NFC works at a frequency of 13.56 MHz.
Due to its compact size and low power consumption, NFC is used in small devices. The
NFC device can support communication both with existing smart cards and with readers
of the DSTU ISO/IEC 14443 standard. This technology is primarily aimed at use in
digital mobile devices [12].

Fig. 2 shows an image of an NFC-tags and examples of tagging methods.

Fig. 2. Image of an NFC-tags and examples of marking methods

An important advantage of implementing packaging based on NFC technology is free
access to software. Thus, traceability based on NFC technology is available for small
and medium market operators. The use of the NFC-tag on the labeling of confectionery
products will facilitate convenient access of the end consumer to the information
programmed by market operators during the technological process of production.

Improving the traceability system for the production of confectionery products with
carob powder based on NFC technology does not require the purchase of an expensive
NFC reader, as this technology is available in 80% of modern smartphones. Fig. 3 shows
a schematic application of an NFC-tag.

With the help of these marks, the administration of the retail establishment can
monitor the «delivery stages» online. With the help of personal cards with NFC tags, it
is possible to identify company employees participating in the production process.

NFC technology and QR codes actually have a similar functional purpose, but the
former has a much higher speed, as well as the ability to rewrite data several times and
encrypt it with codes. A significant advantage is the absence of optical readers, but only
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Fig. 3. Schematic illustration of NFC-tags application

the presence of NFC scanners integrated into most smartphones, which does not require
additional costs. NFC technology does not require special lighting conditions, unlike
QR codes, the user does not need to perform complex operations to read NFC tags,
which will facilitate the use of non-competent smartphone users. In addition, NFC tags
can ensure the authenticity of a food product.

The main advantage of using NFC technology in the production of food products
is the minimization of the use of paper documentation by automating the accounting
of information on the identification and traceability of the food product at all stages of
its production. In addition, this data will be displayed to the consumer at the stage of
implementation, which will significantly increase his trust in this product.

Conclusion. The conducted analysis of modern means of automated identification
of food products indicates a variety of convenient and inexpensive means for improving
the elements of external traceability of the production of ready-made confectionery
products using carob powder.

The use of NFC technology in the labeling of confectionery products with carob
powder will improve the traceability of finished products in retail chains and increase
the level of consumer awareness of the characteristics and properties of the food product.
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